GDPR: Anonymized Data is

still identifiable.
Jonathan J. Klinger, Adv.



The fast solution to GDPR: anonymize everything

(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, to such data subjects in the Union; or

(b)  the monitoring of their behaviour as far as their behaviour takes place within the Union.

3. This Regulation applies to the processing of personal data by a controller not established in the Union, but in a place where Member State law
applies by virtue of public international law.

Article 4
Definitions

For the purposes of this Regulation:

(1) ‘personal data’ means any information [SEWTEORTB TSN o s ignikl ) GRiEi e §usg sy ‘data subject’); an identifiable natural person is
one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological. genetic, mental, economic, cultural or social identity
of that natural person;

(2) ‘processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by
automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration. retricval, consultation. use,
disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;

(3) ‘restriction of processing’ means the marking of stored personal data with the aim of limiting their processing in the future;

(4) ‘profiling’ means any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects
relating to a natural person, in particular to analyse or predict aspects concerning that natural person's performance at work. economic
situation, health, personal preferences, interests, reliability, behaviour. location or movements;

(5) ‘pseudonymisation’ means the processing of personal data in such a manner that the personal data can no longer be attributed to a specific data
subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person:

(6) ‘filing system® means any structured set of personal data which are accessible according to specific criteria, whether centralised, decentralised
or dispersed on a functional or geographical basis:

(7) ‘controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the
purposes and means of the processing of personal data: where the purposes and means of such processing are determined by Union or Member
State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law;




First wrong presumption: IP & MAC are anonymous
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In response to a public records request, we obtained the entire LPR dataset of the Oakland Police
Department (OPD), including more than 4.6 million reads of over 1.1 million unique plates
between December 23, 2010 and May 31, 2014. The dataset is likely one of the largest ever
publicly released in the United States—perhaps in the world.

After analyzing this data with a custom-built visualization tool, Ars can definitively demonstrate
the data's revelatory potential. Anyone in possession of enough data can often—but not always—
make educated guesses about a target’s home or workplace, particularly when someone’s
movements are consistent (as with a regular commute).

For instance, during a meeting | : 4
with an Oakland city council ) R | ; i+ S -
member, Ars was able to : i
accurately guess the block
where the council member
lives after less than a minute
of research using his license
plate data. Similarly, while
"working" at an Oakland bar
mere blocks from Oakland

police headquarters, werana @ ; — =
plate from a car parked in the Enlarge / This map shows all the times that the OPD has seen Ars

e 078 T

bar's driveway through our editor Cyrus Farivar's car between October 2012 and May 2014.

tool. The plate had been read

48 times over two years in two

small clusters: one near the bar and a much larger cluster 24 blocks north In a residential area—
likely the driver's home.

"Where someone goes can reveal a great deal about how he chooses to live his life," Catherine
Crump, a law professor at the University of California, Berkeley, told Ars. "Do they park regularly
outside the Lighthouse Mosque during times of worship? They're probably Muslim. Can a car be
found outside Eeer Revolution a great number of times? May be a craft beer enthusiast—




Third wrong presumption: metadata isn’'t data
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Everything is Data.
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What can we learn from anonymized data?
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Just Opening Emails. Here's
How to Stop It
BRIAN MERCHANT
LAST YEAR, NETFLIX published 10 million movie rankings by
500,000 customers, as part of a challenge for people to come
up with better recommendation systems than the one the
company was using. The data was anonymized by removing
personal details and replacing names with random numbers,
to protect the privacy of the recommenders.
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Arvind Narayanan and Vitaly Shmatikov, researchers at the ° VERRRIE
University of Texas at Austin, de-anonymized some ofthe
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Reidentification of anonymized data happens daily

MAR 12, 2010 @ 12:35 PM Free Webcast Tomorrow: Bitcoin 101
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'YOUR READING LIST

Netflix Settles Privacy Lawsuit, Cancels Prize Sequel
On Friday, Netflix announced on its corporate blog that it has
settled a lawsuit related to its Netflix Prize, a $1 million contest
that challenged machine learning experts to use Netflix's data to
produce better recommendations than the movie giant could serve
up themselves.

The lawsuit called attention to academic research that suggests
that Netflix indirectly exposed the movie preferences of its users by
publishing anonymized customer data. In the suit, plaintiff Paul
Navarro and others sought an injunction preventing Netflix from
going through the so-called "Netflix Prize I1," a follow-up challenge
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How data is reidentified
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Even “smart” stuff are just subject to GDPR
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Anonymized data is a business model
PCWorld
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Uber offers cities ‘anonymized’ ride data

By John Ribeiro

Bangalore Correspondent, IDG News Service
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California fines Uber 57
million for not handing over
service data

Uber Central lets businesses
hail a car for you

Uber will rethink its privacy
policies after public backlash




In a small group, all data is identifiable
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Conclusions



